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more technical type of thing. I would really rather Mr. Gambino speak
to this question of SCIin defining it and dissecting it.

Ar. Laner. The point is, though, that within State your owf
]1']/§41)]S/NOD]S is not—you don’t consider that a part of the DCID

Mr. AcxermaN. No, sir, we do not.
Ar. Lasiner. Then the question is, as Chairman of the Interagency

Security Conunission, are you happy with the fact that one or another
of the intelligence community—I assume State has its own compart-
mented system, that other agencies must, too. Should they be under
DCID 1/14% ‘ B
Mr. Ganpixo. No, sir. We have just undergone a rather extensive
review, as I believe you are aware. 1t hasn't been completed yet, where
somo of these special distribution systens within State Department
~ and other arcas were considered for inclusion in a system which we
feel will be an improvement over our present SCf system, and I
believe 1t was conciuded that the EXDIS and some others at State

should not be in'the compm‘tmcnted aren.
Afr. Ackerdyan. I would like to add, Mr. Latimer, to that. T wouldn’t

want the committee to be left with thé hmpression that our EXDI
and NODIS are held exclusively in-house. Quite the contrary. The
object of those controls, as I said, was o sce that the jeople who
chould sce these things to calty out their responsibilities see them,
and conversely that people who do not need to see them, don’t. This
includes the entire U.S. Government. The control of dis?
semination is retained in State, but these messages are distributed
all the time, albeit on a very Jimited basis, to everybody in the in-
telligence community that needs tosee them. .

Mr. Lariaer. Would you say that is also true of the purpose of
DCID 1/14, as a positive as well as a negative, trying to get informa-
tion to the right people?

Mr. GAMBINO. A bsolutely ; yes, 8ir-

Mr. Asrin. Thank you. -

Anybody else?

OX, why don’t we, Mr. Gambino give you & chance t
statement and then we can ask you some more questions.

TESTIMONY OF ROBERT GAMBINO, DIRECTOR, OFFICE OF
SECURITY, CENTRAL INTELLIGENCE AGENCY

Mr. Ganmivo. All right.

“r. Chairman, the personnel security program at
telligence Agency WAS developed over many years
the cumulative thinking and judgment of many indi
ing past and present Directors of Central Intellig
tors, Direc
Y {feel that our po
will continue to b
peneiration of the Agency throu
gence services or other organizations whose i
those of the United States.

Tt should be emp
program is not tota
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ing alone. Experience has tanght us that to be truly effective we
Lave to work in close coordination and cooperation with other cle-
ments of the Agency, particulatly the Offices of Personnel and Medi-
cal Services, which share with us major responsibilities in the screen-
ing aren. It Js my opinion that this team effort has served the Agency
extremely well through the years. ' ‘

1 propose to describe briefly the activities of these sister components,
and then focus more detail);d attention on our security screening
procedures. . e ,

Annually, the Office of Personnel asks each component of the
Agency for a statement of personnel nceds for the next fiscal year.
From the components’ responses, the Office,of Personnel prepares the
\dvanced Staffing Plan for the ensuing fiscal year. This is a listin
of total personnel needs by category of personnel and occupationtﬁ
job titles.

Recriitment guides are also prepared by each component. ‘They
list job functions, cducation and Janguage requirements, experience
desired, salary range, types and Jocation of employment, a statement
as to special clearance requirements, and other miscellaneous needs.
The Office of Personnel then consolidates into a single document
the total personnel needs of the Agency by directorate.

The recruiters fill the Agency personnel nceds by utilizing direct
newspaper advertising or contact with appropriate sources h uni-
versities, military bases, field offices, private industry, vocational-
technical institutions, Office of Personnel Management, or contacts

with current and former employees. These recruiters are scattered

throughout the United States.

Once the applicant is Jocated and identified, initial interviews are
arranged with the recruiter. The most promising candidates are
acked to submit résumés _and, in some cases, the recruiter arranges
for the profcssional applicant test battery to be administered. The
recruiter will then send in his report of interview along with his
recommendation and other pertinent papers to headquarters for action.

Applicant processing usually begins with the receipt of an applica-
tion for employment in the Office of Personnel. If interest 1s gen-
crated in a particular Agency component, and after & name check
is made of Office of Security records, a preprocessing interview and
any required aptitude or occupational testing ave arranged. Once o
component 1s interested, entrance on duty processing 1S initiated.
EOD processing requires the completion of a personal history state-
ment, a report of medical history, authorization to release information
forms, and applicant snformation sheets. The latter describe the spe-
cial nature of the Agency relntive to employment and security proc-
essing, ns well as the security and suitability requirements for
employment. The applicant is advised in writing that a polygraph
35 condition precedent to employment.

On completion of Office of Security and Office of Medical Services
processing, and upon clearance from these offices, the Office of Per-
<onnel will contact the gaining office for assurance that a position is

available and that it is ready to recaive the applicant upon & mutually

agreeable date. o
Upon entrance on duty, the new employee s given the oath of office,
followed by Lricfings on Agency vrganization, benefits, and adminis-

trative practices and extensive security briefing.
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Al applicants aro required to complete medical processing prior
to entry on duty. This processing consists of & physical examination,
psychiatric ccroening, and in somne cases psycho!ogical assessment.
The physical examination which consists of accepted and usual medi-
cal testing techniques, 18 appraised by a medical doctor who deter-
mines whether the applicant s physically qualified for employment.
Psychiatric screening beging with tho receipt and review of the ap-
plicant’s yeport of met jeal history. Should pertinent psychi:\tric in-
formation be noted, the yeport is forwarded to the -psychintric division

{for evaluation. Depending upon the hture and extent of the infurinn-
¥ 5

tion, the psychiatric division may request additional information frum
tho applicant or his physician. :

- During the 2 plicant’s headguarters processing, he will complete
the Personal In&ex, a psychintric personal history questionnaire. The
index is then carefully sereened Ly 2 psychomctrist,; Jdepending on the
nature of the information developed, or existing recommendations in
the file, the psycl\omet.rist, will refer the applicant fora psychiatric in-
terview. A report of interview will be prep:\red, reviewed and analyze
by professional staff members and an appropriate recomnmendation {or
disposition will be forwarded throngh command channels,

1 sycho]ogical assessinents may be requested DY operating officials
and are mandatory in a number of ¢ases. ‘The asscssments ave not for
medical sereening, but are used to match the skills of an applicant with
his project,cd assignment. They may contain significant Informatfon
as to the suitability and flexibility of the applicant.

The agency’s investigative and adjudicative authorities are set out
in the National Qecurity Act of 1049, and the CTA Act of 1949. These
authorities were expam\cd upon in Executive Orders 10450 and 12036,
various of our own headquarters yegulations »nd DCID 1/14.

Agency regulations stated in part that it s imperative that agency
personncl be persons «ywho are of excellent character, and of unques:
tioned loyalty, integrity, discretion, and trustworthiness.” That was
1ifted out of 10430. 1t js also stated that reports of investigations wl
Lo reviewed in each case by the Director of Security who will iake the
final sccurity decision as to the acceptability of the individual for as-
signmnent to or retention 0 CIA, except those cases that, in his ogin-
jon, or in the opinion of the interested operating officials, shoul
referred to the Director of Central Intelligence for final decision.

Security processing includes the scheduling and conduct of the in-
vestigation. The investigation 1s Jdesigned to establish the applicant’s
bona fides and determine that he or she is of excellent character, of
nnqucstionable Joyalty, integrity, discretion and trustworthiness. ¥
checks are conducted on the npplic:mt.’s spouse and a pavent if the ap-

licant is under 21 years of age. Civil Service Commiss'\on——-ﬂm.t,’s the
Office of Personnel—files are <hecked along with those of other appros
priate national agencies such as the Department of Defense Centra
Index of Investigations, and the Tynmigration and Naturalization
Service in appropriate cases. TField investigation may be curtniled if
the applicant has been investigated by another agency.

Tho field investigation covers the most recent 13 years of the nppli-
cant’s life, or from nge 17, whichever is shorter. Birth is verified In
order to cstablish the applicant’s identity, parentage, and citizenship.
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All education, employments, and neighborhoods are covered; teachers,

fellow students, supervisors, co-workers, and neighbors are interviewed
to the extent possible. Tn addition, a minimum of five character refer-

| ences, including. peers, are interviewed. Police checks are conducted
. - . ]
V in all areas where the applicant has lived, worked or atténded school,

and credit reputation js established through interviews and/or credit

reporting agencies. Where applicable, overseas CI1A station checks are

conducted. Suitability and sccurity factors explored by the investiga- ]
tor include family gnckground, reputation and loyalty of spouse,

close velatives or cohabitee as well us the applicant’s health, habits, 1

associates, morals, Joyalty, financial standing, ability, personality, and 4

other character traits, and foreign travels.

In view of the sensitive intelligence and counterintelligence mission
of the Agency and in support of the statutory responsibility of the
Director of Central Intelligence to protect intelligence sources and
methods from unauthorized disclosure, the use of the polygraph is
authorized as an aid to investieations asgociated with determining the
loyalty, security, and suitability of individuals for Agency dmploy- 1
ment or afliliation.

All persons employed Ly, assigned to, or detailed to the CIA in &
stafl status or whose Agency affiliation gives them stafi-like access to
Agency facilities, operations, or information, as well as applicants or
candidates for such positions or affiliation, are subject to the require-

_ ment of being polyaraphed.

- The Director of Security s responsible for the operation of the
-Agency polygraph program. The application of polygraph techniques
and the conduct of polygraph examinations within the Agency are
done only by security officers specifically designated by, and operating
under the carcer cognizance of the Dircetor of Security, who provides
policy and technical supervision.

The basic responsibility for collating all of the essential datn on an

applicant rests with the appraiser who insures that the investigation

is complete, and that all appropriate issues are covered in the course

of the polygraph interview. This personnel security officer summar;jzes

all the essential elements of the case, and makes an appropriate recom-
mendation in terms of approval, security disqualification or referral : e
to the Applicant Review Panel on suitability grounds. And I will de- ;
scribe the Applicant Review Panel in just a moment. We fcel that our ¥
\

adjudicative process ns developed through the years is fair to the ap-
plicant and also serves the best interests of the Agency in screenin
out individuals who do not meet the standards of EO 10450 or DCII%
1/14. The following ground rules apply in this adjudicative process,
The case is analyzed by an appraiser who has the freedom to vote
his or her conscience in making an apppropriate recommendation,

» . ‘1

There is no pressure from above, )
Wo operate on a system of checks and balances, in that the case is

- . - - p.

reviewed by a number of senior experienced sccurity officers where <

there.is serions derogatory information and a negative recomnmenda-
tion is being made.

Tn all cases we consider the total person in order to present a bal-
anced picture which covers both the f avorable aspects of an applicant’s
background as well as problem areas,

" Approved For Release 2007/06/05 : CIA-RDP85B00263R000100240003-8
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1 consider this to be an extremely important duty, and no one below
thie Director of Security can security Jisnpprovc an applicant. ‘There
has been no delegation of responsibility in terms of denial below the
Director of Security.

" 'I'he DCI, of course, has the final authority in terms of an appeal
process. '

The Applicant Review Panel was established in 1953 to adjudicate
all significant suitability information available through the Agency
employment sercening procedures. Data is shared among the ARP
members; namely, the representatives of the Oflice of Medical Services,
the Office of Personnel and the Office of Security. It is subjected to
sysécmntic adjudication before a decision affecling employment is
made.

Adverse suilability information coming within the purview of the
ARP may be broadly defined as follows: emotional 1nstability and
imnaturity, personality idiosyncrasies, limited mental capacity in-
cluding scholarship deficiencies, physical impairments, limitations pre-
cluding adaptability and flexibihty, poor employmentaccord, financial
jrresponsibility ; including spending habits, excessive alcohol use, and
marital difficulties, :

A representative of any one of the three officers may refer a case
to the ARP based on suitability information developed duiing the
course of the screening process. }yt. may be data of suc}1 a nature that
standing alone it does not justify an applicant rejection, but when
related with data existing in other offices, it may acquire greater signif-
seance. The ARP is chaired by the Office of Personnel representative
and the ARP makes recomuendations to the Director of Personnel
who makes the decision to aceept or reject the applicant’s employment
with the Agency. A

In conclusion, I would like to state that by and large the Central

: Intelligence Agency is composed of very dedicated, hardworking, and
capable employees. It is my opinion that the screening officers have
served jointly as an effectivé unit which has contributed to the high
degreo of selection enjoyed by the Agency. In my view, we are bring-
ing on board individunals of high caliber and diverse backgrounds who
possess an extremely wide variety of edueation, skill, and experience.
At the same time, we are screening out those persons who do not meet
Agency scenrity and suitability standards.

Thank you, Mr. Chairman.

Mr. Asein. Thank you, Mr, Gambino.

Let me just go through a couple of things, a lot of which you covered

' and we would like to flesh out a little bit. .

Tirst of all, basically, is your authority for this the same as the au-
thority which the State Department’s, the DCID 1/14 and the Execu-
tive Order 10450¢ :

Mr. Gaxmivo. No, sir, I believe the CTA or the Director of CIA and
by delegation my authority stems from two basic statutes, the CTA
Act of 19—the National Security Act of 1947 and the CTA Act of
1949. .

Mr. Asrin. And which parts of that give you authority, if you
conld just for the record exp&uin it?

Mr. Gannino. Well, the part that jumps out immediately, of course,

| is the Director’s statutory authority to protect intelligence sources

Approved For Release 2007/06/05 : CIA-RDP85B00263R000100240003-8
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and methods. Now, obviously, he would be unable to do that unless
we had a sccurity system which would effectively limit naccess to
Agency material and operations to those )00})1(: who enjoy a high
degree of trustworthiness of unquestionable Joyalty to the United
Stades. . .

Mr. Asein. The steps you have in your clearance &)rocedure, now,
taking a potential employee through the steps, could you briefly go
throughit? - - :

‘The first thing would be that the would be required to fill out
forms that would be giving general Y;iogmphica] data and other in-
i formation. . .
‘ Mr. Gadixo. Yes, sir, we have a 17 page pérsonal history statement.
Mr. Aseix. OK. You have a 17 page form that is a personal history.
Mr. Gaxsivo. That stops a Jot of people right there.
My, Aseix. Filled out in how many copies?
OX, so you fill out that. Then what do we go to? We go to the back-
ground investigation?
. \Mr. Gaypino. Well;there arve some preliminary steps.
; \Mr. Aseiy. Go through, if you could just briefly mention the steps
- withont going into a Jot of detail. .
\Mr, Gassivo. Well, of course, the first thing we do would be check
people listed on the personal history statement through our/own
T -+ mdces.
Mr. Asrin. OK. : :
B Mr. Gaxpivo. And then we would initiate a national agency check.
- Mr. Asrin. OK. .

Mr. Gaypivo. If we found something on a personal history state-
ment that indicated that the individual may have a problem meeting
our security standards, we may call for a personal interview, but we
Jo not do that in every case, don’t do that in very many cases, but
we do, if there is some indication in the case that it wwould be a worth-
whilestep.

If from examining the personal history statement we find that the
individual has had a previous clearance, say with the State Depart-
ment or some other Government agency, we would immediately zero
in on that agency and try to obtain as quickly as possible a copy of
their investigation. We would do that, we would review the investi-
gation and sce whether or not we would have to bring it up to date
or what we have to do in order to cover the 15 years which is required
by our standards. . '

Assuming that the individual is a young person that has never
had a clearance before in government, then e would examine the

© personal history statement and send out requirements for investi-
sration based on our need to establish birth by original records, birth,
cducation, employment, residences, police, and credit in all the areas
that he has Jived throughout his life for 6 months or more, and even
less than 6 months if study of the PHS indicates that that would be
a necessary check.

After that investigation is completed, it comes back into our head-
quarters con‘;ponent where an individual—an appraiser we call him—
a seeurity officer who in most cases has been an investigator and now
is on assignment in the adjudication area, wonld examine the results

" of the investigation and see that it met the headquarters requirements,

——r
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and then he would study it to sce whether or not there would be any
areas developed in the Dackground investigation that should be ex-
plored Ly the pol yuraph.

1f there is data as a result of our investigation which shows us
that he does not meet the standards, the investigation can be complete
at that point with an adverse determination; he does not meet the
standards. - '

M Asrein. Before the yolygraph.

ALr. Gayxo, Before the polygraph.

However, if that is not the case, then the material, the background
material, is forwarded-to the polygraph branch; an examiner is as-
signed to the case; he studies the background investigation and then
a polygraph examination is conducted.

‘The po}ygrnph examiner has no role whatever in the adjudication.
His job is to conduct the examination and obtain information, and
then his report is sent back to the appraiser who puts everything
together and then makes 2 mcommen({ution. 1f the recommendation
is favorable, it goes up to the branch chief. 1f he concurs that the
individual meets all of our standards, then at that point, a fayorable
Jetermination canbe made and the case ends.

However, if there is an adverse recommendation, then it comes up
through our command hannels through division Jevel in through the
Deputy Director of Security, where at each level the individual is
required to make a statement as to the reasons why he thinks the indi-
vidual does not meet our ctandards and some rationale. And thea it

comes to me for final determination.

As I mentioned in my statement, an adverse determination cannot
be made below the Director of Security.

Ar. Asmin. So you are the one that sees the ones where there is an
adverse recommendation along the line.

Ar. Garisixo. Yes, sir.

\Mr. Aseix. 1f there has been approval and it is a routine thing,
then doyoueven get involved? :

Mr. Ganmivo. Very ravely; yes, sir. :

AMr. Asvin. Yes, sir. You conduct a polygraph after the background
investigation, and I am kind of interested in the rationale for that
beeause the NSA does it the other way around.

Could you explain why you have the polygraph after the back-
ground investigation? Why is that? :

Mr. ‘Gaynivo. We feel that the polygraph operator can conduct a
better interview if he knows as mmuch about the individual as we can
find out about him at the time the polygraph examination is sched-
uled. There is no donbt that 2 Jot of material which would result in a
person’s—an adverse determination, can be developed at the begin-
ning of the investigation. However, the more difficult arens to ex-
plore,such as perhaps loyalty or other arcas that we are very interested
in, we feel can be handled much better if the polygraph officer is bet-
terinformed. _

Now, there are some cases where we have seen by experience that we
have a high rate of loss and that it just is not cconomically justified to
conduct the investigation first, we have reversed the process, and there
are some arcas where we do do the polygraph at the beginning. But in
our stafl cases, the rule is after the investigation is completed.

Approved For Release 2007/06/05 : CIA-RDP85800263R000100240003-8
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Mr. Asein. Is it your policy, then, that everybody goes through this
procedure that you have outlined ? There is no difference between spe-
cinl, SCI clearance, or other kind of clearances 2. You have just one
standurd ? '

Mr. Gannino. One standard. Everybody who is accepted for em-
ployment by CIA meets the same standards.

Mr. Aseix. OK,

So the same number of years back, not like the State where you
have a 7-year background for one, or 15 years for another. You have
just the same standard no matter what that person is going to be do-
ing for you; they yo through the same procedure. .

Mr. Gassino. That'’s 1'i£i1t; yes, Sir.

Mr. Asvix. Bill, would you like to ask some questions?

Mr. Youxa. Yes, sir, Mr. Chairman, if you are at a good breaking
point. - ' ‘

Mr. AsriN. Sure.

Mr. Youxo. I would like to discuss the polygraph testing further.

There was a story in the New York Times on April 4th of this
year—you are probably familiar with it—talking about how Adiniral
‘Turner has waived polygraph tests for at least two cases, and it goes on
tosay that this has created quite a controversy within the Agency. ;

Tsthat accurate? Has it created this problem?

Mr. Gaxpino. Well, as usual, in newspaper articles like that, it is in-
aceurate. There is one case in which the Director has waived the poly-
graph, not two. .

Mr. Youna. Was that the case of the former serviceman ?

This mentions two specifically ; one was an applicant who did badly
on the polygraph because he was more or less sponsored by John
Koehler. The sccond applicant had been in the military service but
declined to take the test on the grounds that it violated his moral
principles. .

TWhich one of those is the one that is for real?

\Mr. Gaxmivo. The latter one. The former one, the individual was
tested. He was, in this process as I outlined to you, we made a recom-
mendation and the Director didn’t agree with it. It happens all the

time in our processing of these cases. Many times my division chief
will recommend a person be disapproved and I will approve him. So
there was nothing, you know, dramatic or different in the process. It
is just that very rarely do I feel a need to take a case to the Director,
and I took that case to the Director.

So T think the reason it created a little notoriety is that it is not
very often that a case like that goes to the Director. I normally make

2 the decision.
. Mr. Youwa. Do you have trouble filling the personnel slots of CIA ¢
1\1'r.1 ?GAMBINO. The personnel slots? You mean the Office of Per-
sonnel ¢ .

Mr. Youxe. Yes; do you have trouble getting people to fill j obs?

AMr. Gaxrmino. I don't believe we have that trouble; no, sir. We may
have some spot problems, but overall, I think that we are not having
any problems filling jobs.

Mr. Youxna. Well, I was wondering why, if there was even a ques-

. tion about an applicant, it would require even your personal dcecision
© or the Director’s, why yon would even consider that individual rather
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than going on to someone who didn’t have that question in his back-
ground. '

Ar. Gampixo. Well, because, sir, in fairness to the individual, we
Lave to—you know, & ot of this is very subjective, and we have to
como to the conclusion I {hink that based on all the cvidence, you
know, there cither is o cubstantinl doubt as to whether or not this
individual can protect the information he is being given access to.
there is a substantial doubt, obviously you would have to resolve that
in favor of the Agency, Lut in examining some of these things, rea-
sonable people can Qdiffer as to the significance of some of the infor-
mation, and this is what happens in sotne of these cases where there are
difTerences of opinion. ~ . :

Mr. Youxa. I was going to ask you how many potential employces
have been turned Jown in the last 5 years Lecause of information on
subversive activity? Let me change that to say what percent.age!

Mr. Gadpixo. Youmean just total, for all reasons?

\r. Youxa Just an idea roughly, of those who applied to you,
what percentage of them have been turned down because of informa-

tion relativeto ubversive activitieson their part.

Mr. Gaypixo. Sir. Y wounld haveto Jdo soine more looking.

Y can tell you that over the past 3 or 6 years, the average, all security
turn-downs for all reasons, pretty much around 10 percént, along in
there somewhere, and there 1s another 3 to 5 percent from this ARP,
the Applicant Review Panel that I mentiones to you. So we can Say
it is fairly consistent over the years of about 13 to 15 percent of the
applicants are turned down, and these are applicants now that have
been put in processing and by and large go through the entire proc-
essing where 8 decision is made.

There is & much higher rate of total number of people that apply
versus the people that go on board because a lot of people lose interest
or get jobs with other agencies, or various and sundry reasons where
they voluntarily withdraw.

<o of the ones that go into process, about 15 percent are turned down
by the Agency. ~

Mr. Yooxe. Hold on just 1 second.

[Pause.]

Mr. Youne. In the case of Mr. Kampiles?

Mr. GAMBINO. Kampiles, yes, sit, I know the name well.

Mr. Youxe. And the KH-11.

Mr. Garmivo. Yes, sir.

Mr. You~a. How long had he been an employee of CIAY

Ar. Gaynrno. Very short period of time, Jess than 1 year.

Mr. Youna. Was he givena polygmph?

Mr. Gaxmino. He certainly was, yes, sir.

Afr. Youxe. No waivers, no reason to suspect that he would be a
problem?

Mr. GanwpivNo. No, sir. I have personally been over that case, as
you might suspect, many times. There is nothing, not one bit of evi-
dence on the part of the background investigation that was conducted
by CIA, the polygraph or the other screening Processes that he went
through which would indicate that this individual was other than

Appr ’ " o0 s
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2 loyal American citizen who had aspired to a job with the Govern-
ment and was pleased to be with a national agency. K
It Jater developed, of course, as you know that he wasn’t well satis-
fied with the job that he got with the Agency, but the background
investigation, the security processing, gives us no clue whatever that
; Mr. Kampiles would be a future problem,. .
Mr. Youxe. Is it possible that he was one of those who just was so

! well programmed in advance that he knew what to look for, he knew
: what kind of answers to give®. ..
! Mr. Garuino. I don't think so, sir, and we have some reason to

believe that is not true. I would be happy to go over it in executive
session, but we have reason to belicve that he was not programmed,
that this was a quirk.

Mr. Youxeg. Greed ®

Mr. Gaxrino. Maybe a little greed. ’ ) .

Mr. Youne. Well, I’} not pursue that, but I would like to discuss

: it in exccutive scssion. It is very curious when something like that

: docs happen. I know that it has got to affect you personally, and you

: lookinir back through the whole process to see what went wrong. I

can understand that.
But I won’t pursue it now because of your concern on that. ,
My. Garsivo. T would be happy to go into detail.

: Mr. Youna. I appreciate that.

, I asked you carlier about the effectiveness of the FBI files for your -
subversive activity checks. Do you use other sources beside the
Bureau? . ' . '
" Mr. Gadbivo. Sir, we check all the national agencies.

Certainly the Bureau is a check that we make in every case. Some of
the others we don’t make in every case, it depends on what the in-
dividual’s background was, but we do check the DOD files, State De-
partment files, Civil Service Commission, FBI, Immigration and
Naturalization if either he or his wife or his parents were naturalized.

. Tt depends on the background who we would check. But we make

: maximum use of other Federal agencies’ files. .

. Mr. Youne. And you find a similar problem with them that you do
g with the Bureau as far as Freedom of Information effect and Privacy

Act effect.

Mr. Garpino. Yes, sir. I think it is more acute in the Bureau because
being our national agency devoted, you know, to internal security
matters, we rely on them very heavily. -

I might say that the Privacy Act and the Freedom of Information
Act has made our job more diflicult. It certainly has not made it impos-
sible. We have to work harder. I think our investigations today are as
zood as they were in the past, but it means we have to expend much
more eflort. I think that the Privacy Act, the Buckley amendment, the
Freedom of Inforiation Act in general has'a chilling effect on every
person you talk to, or just about every person, for the same rensons
that Mr. Ackerman mentioned. And this is particularly true when
you try to develop inforination in prior employments. We find very
often that the companies with whom the individuals associated are
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very reluctant to give you anything other than he began work on such
and such a date and he worked on such and such a date, and even
when you ask them is he cligible for rehire, they say we will make
that determination if he ever reapplies. : )

So it makes it—that means mnstead of getting information from
that source, that we have to now talk to coworkers and colleagues n
greater numbers perhaps than we had to do before, and with the mobil-
iy of our population, 1t means a lot of weekend work, and so forth, on
the part of our agents, but I think that we are domng a job that is as
good as it was in the past. 1t just meahs we have to work harder.

Mr. Youxe. Well, 1 am glad you are willing to speak out on that
subject and not try to take the position that well, we can get by with
it, it nakes it a Jittle harder. But I appreciate your being very frank
on it.

I have taken the opportunity to visit with a number of field oflices,
CIA as well as FBI, here at home and also overseas, and in talking
with the people that are out there in the field, they have this very sume
concern, and they express it a little more graphically than you did,
sir, in some cases, and I am hoping that we will be able to find some
way to give you a little help on that because I for one recognize the
real serious problems that those two acts present to people like your-,
selves that have been given the tremendous responsibility of secunt
for the country. So I am going to continue my campaign to try to
notify the public about it, and hopefully we can come up with
thoughtful legislative approach to maybe help get you so you are
not in such a difficult position because of something we did.

Thank you very much.

Mr. Gadxsivo. Thank you, sir.

Mr. Youxe. Thank you, Mr. Chalrman.

Mr. Aspixn. Thank you, Bill.

Let me, Mr. Gambino, ask you a couple of questions.

First of all, to the background investigation, why do you do a 15-
year background investigation? 1ow did you decide on that number
in the light of the others doing something different, Jike the State
Departiment is doing a 7-year investigation?

Mr. Garpivo. Well, we felt, we Lelieve that because of the nature
of the work that CIA does, and the fact that everybody who comes
into CTA has potentially the same access as everyone clse, that we
have Lo err on the side of more coverage rather than less.

I must say, though, Mr. Chairman, that when you say 15 years,
that implies an awful Jot of work that really isn’t there because the
same thing is true of the Agency as is true of the State Department
in that many of our applicants are young people, and when we just
o back to the 17th birthday or the 18th birthday, we are talking
about 5 years. - :

Mr. Asprin. Well, that’s another curious anomaly. :

Mr. Gaapixo. Well, that means we include the whole year of the
18th. There’s just a difference in semantics there.

Ar. Asein. I see. So it isn’t a difference, they go back to the 18th,
you go back through the 17th. :

Mr. Gaxosnvo. Through the 18th, yes. To the 17th,
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Mr. Asrin. You go back to the17th.

Mr. Gaynivo. Yes, and we include the 18th birthday. After all, he
reaches majority now, and under—is seeking employment as, we used to
say, an emancipated minor, but now he is, you know, at 18 years old in
most States heis no longer a minor.

So very few of our investigations really go back 15 years, but if &
erson is of an age that it requires it, then we do go back 15 years or
ack to the 17th birthday.

Now, Mr. Ackerman mentioned, under the sponsorship of the Secu-
rity Committee we do have an investigative standards working grou
that is attempting by selecting a Jarge nuinber of cnses to come up wit
<ome information that we conld use and manipulate in automatic dnta
srocessing ways, to tell us really whether or not a 15-year investigation
1s zood or can we do it with 7? HHow often do we find information in
the first 5 and so on, so we can have a more empirical base upon which
to base a decision on whether or not we should have it 15, 10 or
whatever. _ : .

We hope to be fible to hive that inforination, and of course will pro-
vide it to the committee and to the other ngencies that ave interested.

Mr. AseiN. You do your own backgroung investigation, as does the
State Department. -

Do those people who do the background investigations also have
competing duties as the State Department was concerned, Mr. Acker-

man was talking about their dual function; they also are supposed to .,

protect foreign dignitaries when they are in the country, at least in that
city. Do your investigators have that kind of dual functions? Are they
worried about other jobs that they havetodo? :

Mr. Gaxsivo. No, sir, none. To a very minor extent, and it doesn’t
impact on our investigative duties.

Mr. Asrry. So what would you think of the possibility of the idea of
having one central agency or group to do bac iground investigations,
maybe not to do the whole clearance, but at least to do background
investigations, to combine that function which is now done internally
Ly the three separate agencies, Defense, CIA and State? What would
you think about combining that under one direction, I suppose under
ihe DCI it would have to be, but having some central place that would
conduct at least that part of the investigation?

Mr. Garpino. Well, if it was under the DCI, it wouldn’t be too bad
an idea. Or if you could centralize all of them except CIA, it wouldn’t
be a bad ided. :

Well, sir, I really believe that, for some reasons I would like to go into
an exccutive session, that the Agency does need its own investigative
capability. As you know, historically the Bureau was involved in doing
our investigation years ago. We found that that was not a satisfactory
wrrangement, and I think that the differences in the missions of the
various agencies the responsiveness, if for no other reason, would dic-
tate that we do have some different—each agency with their own capa-
bility, and T am not sure that that is not cost eflective in the long run.
As I say, responsiveness is a very high priority item. People that we
~ck for CIA employment are being sought after by many other firms
and Government agencies. If we can’t respond and provide security
Jearance in a reasonable period of time, that person goes someplace
else, and I am sure that is true for State Department and other areas.
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L My concern would be a Jarge consolidated central investigating unit
' would be with the quality of the investigation and the rcspousi:?cncss
fo the various agencics that depend on this very vitally to get their
people, whether they be the young people coming n at thelower grades,

or senior people; scientists, engineers, and so forth who comein at the
supergrade area. .

Mr. AsriN. You sce the same kinds of problems, 1 take it {rom some
of your answers to Bill Young, that Mr. Ackerman was talking abont in
conducting the bnckground‘invcsti gationg of the problems with privacy
and cooperation. : T

Mr. GaMmBiNo. Yes, sir, very definitely.

AMr. AsriN. You do accept the work done by other agencies, though,
i in background checks, clearances. So that if some other agency does do

‘some clearance, you would be involved in cupplementing and updating
e s it, you wouldn’t start from scrateh.
Coel ALr. Gayuixo. No, sir, We go over it to sce that it meets our require-
' 1 ments and maybe supplement 1t here and there, but we would aceept it.
L 1 amn sure you are aware, sir, that we actually get the copies of the in-
- vestization, the FBI will give us a copy of their investigation and we
are able to see the actual report from State Department, and State
R Department representatives Vvisit us and we show them our reports so
o R : they can see the—— -
S eE Mr. Asrix. They get the actual files. ' o
' Mr, Garpixo, Yes,sir. : .

AMr. Aspix. Let me 2k a little bit about the polygraph.

Tirst of all, the CIA uses it for all employees.

Mr. Garxusixo. Not only all employees, but everyone assigned in #
stafi-like capacity with the Agency.

Mr. AspIN. So you use it for the whole thing.

e .
o

T o Tell me what 1s your opinion on its reliability and its usefulness and
. other things?

S Mr. Gaspino. Well, its reliability in the terms that it does what we
ack it to do is very, very reliable, and you can scé from the statistics
S woing back almost 30 years in our use of the polygraph, the number
SRR of people who have not been accepted for Agency employment base

' on polygmé)h, either polygraph 2lone or polygraph to supplement the
1 backgroun investigation, you will find it fairly consistent that 24.5
percent of the cases that back around investigation alone, and in 74 or

75 percent of the cascs, that polygraph, or polygraph in conjunction
] with the background investigation.

Mr. AspiN. These are people who have been turned downt? I mean,
this is security—— '

Mr. GaxmiNo, People who have been seeurity disapproved.

Mr, AspiN. Seccurity disapproved, it is about one-quarter back-
ground and about threc-quarterson poly graph. -3

Afr. GaxpiNo. Yes, sir. Now, this js—that three-quarters is poly-
graph with the background investigation.
o Mr. AsriN. Yes.
R Mr. Gaxmixo. In other words, we have conducted the background
investigation. We just don’t have enough either to approve or dis-
approve——

Ar. Asein. Tomake the decision.
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; Mr, Gaasixo. The polygraph expands our area of knowledge, and

then we can make a decision.

Mr. Asein. Would you say, then, that any agency like State De-
partment, that doesn’t use polygraph isat a disndvantage in terms of
its security capability ¥

Ar, Gasmino. Well, CIA has a different mission than State Depart-
inent. We deal, all of our people deal every day with classified informe-
tion, much of it very sensitive, some of it, of course, concerning human
sources. Qur mission is different. I think our program, gecurity pro-
gram has to be different. And I think the Agency peo >le pretty much
have todecide for themselves on whether ornot they s ould usc a pro-
cedure which in itself is very intrusive by its very nalure. And I cer-
tainly don’t favor expanded use of polygraph except in those areas
where we feel we have to use every tool at our command to screen out
potenfial problems. ' .

Now, 1 would say my own opinion, sir, is that in some aveas of
sensitive compartmented information, I thnk it would be a great
advantagetousifasa condition precedent to being briefed on a certain
cox‘lq‘_mr(tllnent, the most sensitive compartments, that a polygmph be
requived.

%Ir. Asprv. For all, no matter where you work in the Government. Y

Mr. Gamsino. Right, to go into that compartment. I think that 5
would e a better basis than for me to suggest that some other agency '
who does not use the polygraph initiate use of the polygra h.

: Our use of the polygraph in the executive branch, as you ‘):now, is
. veryspotty. We use it, NSA uses it, but noone else does. ,
H Nr. Aspin. The Agency, of course, never denies information to State !
" on the grounds that, well, we have had people that have gone through
a polygraph or that have gone through a more claborate procedure of
clearance. © . ;.

Mr. Gaxmivo. Idon’t understand your question, sir- .

\r. Aspin. Well, what T am getting at is, the problem is, of course,
that you are asked also to share information with other people in the
Government.

\Mr. Gaxnivo. Right. _ :

Mr. Asmxy. And different Government Jevels have their own secu- 3
rity clearance, O 1 ;);ncss you just accept what other departments have ’
done in that regard ¢

Mr. GaxmiNo. Yes, sir. There is one thread that runs thronghout N
the intelligence community of consistency, and that is DCID 1/14, : -
«nndards nre set forth. Every person that is cleared for SCI materinl %
‘neets those standards, and once the clearance is granted, if it is granted N
Ly State Department or Defense or whoever, cverybody in the com- e
munity then accepts it. 3

M. Aspiy. Is it your opinion, then, that that is adequately worded, 3
and that DCID 1/14 maybe ought to be updated or ought to be 3
rneworked ? -

\r. Gaymivo. Well, it was updated in 1976. Tt sets forth minimum .
dandards. Certainly we can do more. I think something like 1/14 !
~hould be looked at periodically, and we certainly, we do that in the
: Security Committee, and you have to, you know, make a commonsense
" determination based on resources available and the need, of course, to

i

.__._-e,,.-.—-—mm—,vrw,-m._. e e e T Y

FPRURPSTITI A I Sl .

[

e e v Tmsaaas s

e ts: A2 249

PRRRRPESTIL S S

ek

e T TR S e
- et

o

Approved For Release 2007/06/05 : CIA-RDPSSBOO263R0'OO100240003-8



- ot '
Approved For Release 2007/06/05 CIA-RDP85800263R0001002400036\

-

44

tako more stringent steps to sereen out people who perhaps shouldn’t
be in the codeword arvea.

So iny answer, sir, would be that I think we probably could do more.
; At the present time I think it is an extremely valuable document if for
nothing else it provides the continuity and the consistency throughout
the intelligence community.

Mr. Astix. When, for example, you would be providing informa-
tion to State on a—let’s say they wanted your information or they
‘wanted to give clearince to somebody who was voing over to work
“over there on a temporary basis or’something, and then you provided
your information—your file to them on ‘)'our investigation on a per-
son's security clearance, does that also inclnde the polygraph? In other
words, do you share the polygraph information to other ngencies, cven
though they themselves may not use the polygraph?

AL, Gaxnino. Yes, sir. If it were an applicant for one of the na-
tional intelligence agencies or for a codeword clearance, with the
approval of the DCI or the DDCI we would pass information to these
other agencies, and I can tell you that it is their feeling that the infor-
mation should be passed.

Mr. Asrin. So more often than not, the situation would be that it
would be passed.

Mr. Gaysivo. That’s right, sir.

Now, the reason why it goes throngh a special channel is thatswe,
because of the nature of the polygraph information, we file that infor-
mation in a separate area, away from the regular security file so that
the protection which I think that matexial should be afforded is af-
forded, and the only people that see it are people who need to see it to
make a security determination. '

Ar. Asein. To go back to the question that Bill Young was asking
about Admiral Turner’s waiver of the polygraph, as you point out, you
say that there is only really one waiver, and the other was, I guess, a
reexamination case. ' '

Mr. Gasosixo. Well, just a difference of opinjon as {o whether or
not—- ‘

Ar. Asrix. How often does a waiver occur? T mean, is that an un-
usual thing for Stan Turner to issue a waiver in the case of this chap
from the military?

Mr. Ganuino. Yes, sir, very.

Mr. Asrin. How often has'it happened before?

Alr. Garrmno. Ihave been the Director of Security since 1975. T don
know of any othercase. .

Mr. Asrixn. How often is it that the Director would order a reexami-
\ nation on a questionable case?

Ar. Gaarmino. Well, not very often, but that is not surprising because
he doesn’t sec very many.

There are a number of cases that T have taken to the Director that he
has certainly, you know, he concurred with my evaluation and that was
that. :

Tt would be rare because he doesn’t see very many.

Mr. Aspix. But do you know, has it ever happened before?

Mr. Gaxmuno. This Director or priorDircc,toxs?

Mr. Asrix. Anybody.
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Mr. Gamnixo. No, sir, I don’t know of personal knowledge of this

: happening before. :

; Mr. Asrin. OX. There is something that we hear about called the :
psychiatric examination.

Is there a psychitaric exam, and how does that work? And what
happens? .

Mr. Gaxwixo. Well, in the first instance, sir, it is the completion of
a battery of tests that are accepted throughout the medical community
as a—J don’t know the name. I could provide it for ?'ou—-a battery of
tests that is given as a psychiatric screening device. These are reviewed,
as I'indieated in my opening statement, and only when they find that ‘
there seems to be some abnormality or some unusual problem is the
person then intervicwed by a psychiatrist on our medical staff.

Mr. Asrix. This is not a routine thing ¢ Tt is an unusual one?

Mr. Gaspaxo. No, it is routine that he is—that they are given the
test, but it is not routine that they are interviewed by a psychiatrist.
It is only when they feel that that’is necessary.

Mr. Asrin. And what kind of things are they looking for in this
exanination or thisinterview ? ‘

Mr. Gaxwmrvo. Well, I think I would rather defer to the medics,
but they are looking for any mental problem which, by virtue over
long experience in this business woulé malke the individual an unac-
ceptable candidate or max‘ginai candidate because of the stress of
cover and the stress of overseas assignments, rotational type assign-
ments, geographical as well as professional flexibility, and other pres-
sures, discq)line that CIA employees have to accept. And over the
years they have been able to spot some things that have been of as-
sistance to them in raising danger signals. Perhaps it just needs to be
further explored, and can be resolved in the individual’s favor, but
it is just 2 means of trying to get some signals to whether or not an
individual may have problems in the future, or has them now.

Mr. Aspin. Does anybody else do the psychiatric exam? I know the
State Department doesn’t, but I don’t know if anybody else does the
psychiatric exam as part of their clearance procedure. ‘

Mr. Gaxpivo. I don’t know of any other.

Mr. AspiN. Let me ask again about the final recommendation. You |
did explain that, but could you again briefly explain who makes the |
final determination and how that works?

Mr. Gaxpivo. Well, as I say, this material is evaluated. The officer
who makes the first evaluation makes a recommendation. It goes up
. . the chain. If it is a favorable recommendation, it goes up to the next

' level where it is reviewed, and if it is concurred in then the person is !
aceepfed from a security standpoint, and word is reported to the Office |
of Personnel that from a security standpoint he can be brought on- !
board.

If there is a recommendation, adverse recommendation, then it.
comes up through the entire chain of command where each individual
officer in the chain of comnmand must state whether he concurs that "
i the individual doesn’t meet our standards or he does not concur and
his reasons for that, and then he signs his name and dates it. I get
that material, and then my responsibility is to make a decision on
N . whether he can or cannot enter on duty and no one below the Director
< LT . of Security can disapprove a person for security reason
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Mr. Aspin. Can anybody above the Director of Security make a dif-
ferent determination? .
Mr. Gaxpivo. I am exercising the DCI’s authority, and obviously

the DCI can mzke that determination. .
Ar. Asrin. So if it was his decision to reverse what you did, it
would be him, which is similar in the case of

AMr. GaMBINO. Yes sir. - .

Mr. Asrin. It s then his responsibility, but he has the authority.

Mr. Gasuixo. Right. . :

\Mr. Asriy. Could you tell us about’the case of the grounds to turn
Jown a person? We went through the casc you heard when we were
discussing with State, with Mr. \ckerman. You Know, we are living
in changing times when people’s ititudes toward things like mari-
huana, drugs, homosexuality are changing, but wondered to what
extent they had changed your security clearance procedures in such a
way as to indieate whether a person would now be cleared who hadn’t
Leen in the past. ’

Ar. Gaxpivo. Well, I a gain would have to endorse what Mr. Acker-
inan said. We feel that our approach is yealistic and in keeping wit
the times, forward lookiny. Obviously if someone 1s addicted to drugs,
either psychologica]ly or medically is addicted, he would be disap-

sroved. If an individual smoked marihuana in college and is not smok-
Ing marihuana now, in all probability——well, he definitely would not be
disapproved by virtue of the fact that he had smoked marihuana. We
don’t play a numbers game: If he smoked it 10 times he is out o1 9
times heisin. We Jook at the recency, frequency, the amount of use, the
context in which he used it and everything that we can developing in
determining hisuseor abuse of illegal drugs.

Ar. Aspix. What if be is a current user?

Afr. Gaspixo. If he is n current user, that would give us grent
trouble. ) )

Mr. Aspix. Isthata borderline case or

Mr. Gaysrvo. Well, again, it depends. \When you cay a current

" user—and I don’t want to cct any standards here, but if an individual

is o current user of marihuana, and itisa daily use, I can tell you that

he would not be approved for CIA employment.
Mr. AspiN. Suppose he told you, “T.ook, T use it occasionally, but I
do useit, it is part of my lifestyle, I intend to continue that. I wonl
like to come and work for your agency, but not at the expense of
c}mn?ging my lifestyle. T don’t use it every dny, but * * *” ITow about
that .
Mr. Ganmpino. We would ask him to apply to the—that, he would not
be accepted.
1We have our own code of conduct, Agency employees will abstain
totally from the use of illegal drugs. Now, I am not coing to sit here
.and tell you that we don’t have some CIA employees that are smoking
marihuane. I am sure we do. And we Jearn of this {from time to time.
But that is part of our code of conduct that our employees will not
use illegal drugs.
Mr. Asein. Isit grounds for dismissal?

Mr. Gaxsixo. It 18.
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Mr. Aseix. How about the open homeosexual that Mr. Ackerman was
talking about, the person, not the closet case but the person who says he
is not nshamed of it, and so forth. '

Mr. GadupiNo. Againl would have to endorse his statement.

I'm glad you went first, Xarl.

And also, it is a very troublesome question. The only thing I could
add s that even in the so-called open homosexual ¢ase, he associates
with a number of people that have the same lifestyle who nre not as
open nnd who, as & matter of fact, m:?'.be Jovers or close friends who
would go to any extent to prevent t lemselves from being exposed.
And so you can make a case for this o sen* homosexual to be &S vul-
nernble through his friends as he would be directly, and I feel that
that raises a degree of risk and uncertainty and demonstrates & vul-
nerability, especially in Jight of the fact, as Karl mentioned, the

medical and psychiatric comnunity is in disarray as to whether or _ 3
not homosexuality 1s an outward manifestation of a decper psycho- 3

Jogical problem or just a lifestyle that someonc has got.
Zo until we hear soinething more definitive from the medical pro-
fession, I feel it raises a considerable doubt, a risk, and & risk which
hustobe resolved in favor of the agency.
Mr. Asvix. Let met ask in terms of the update, the 5-year update,
_ . how extensive is that? Is your update Leview more extensive than the
™ Department’s update?
' - Mr. Gaysixo. I don’t believe so, SiT from listening to Mr. Acker-
:  juan. We do essentially the same ing except in all cases we do, we
© interview supervisors and friends an neighbors, and after that is
completed, after reviewing the file and the other things that Mr.
Ackerman mentioned, we do have & polygraph.
This polygl'nph js counterintelligence in nature, and zeros in
totally on counterintelligence factors, proper handling of classifie
~ information. Itis not as extensive or pervasive as the EOD polygraph.
‘ \r. Aspin. But there is a polygraph exam at that time.
\fr. GaMBINO. YeS, sir. _
Mr. AspiN. You seem to have a much more extensive program for
cocurity clearance than, say, does the State Department.
Docs that difference bother you? I mean, do you find that
Mr. Gaxmivo. No, sir, I think that is in keeping with the basic
acts that set up the agency. The Congress in s wisdom gave the
Director the authority in 102(c) of the act to dismiss an Agency
cmployee in the interests of the United States, and we feel that an
agency Whose director has been given that kind of authority obvi-
. ously has2 special and very sensitive mission, and so to support him
and to make sure the best we can that our mission will be accom-
plished without compromise by hostile foreign agents, that we feel we
have the minimum program that \will screen out these elements.
Now, as you know, we were just talking about William P. Kampiles.
\We have o very extensive program, but certainly it is far from perfect.
1 think that Kampiles was an aberration, but we never can {Ze sure,
and I certainly would be very uncomforiable with anything less than
we have.
As a result of the Xampiles case, e are Jooking at our progran to
ce whether or not we are asking people the rig%xt questions. What
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motivates our young people today? Certainly we found in Mr. Kam-
piles a track record which would indicate that he wonld be a loyal
person in the future. He was honest, came from a family extremely
Joyal and supportive of our democratic way of life. Tam asking myself
perhaps we should explore some other means to develop information.
We are talking to more peers now than we haye in the past, to be sure
that we get a balanced picture of the individual, and I don’t have
anything concrete to yeport, anything better than we are doing in the
past, but there are several.areas that we are exploring in the Awency
that ook a little promising that will help us to improve our ability to
screen out these people in the future. * .

T would be happy to go into them in detail later.

Mr. Asrix. Let me ask, you scem to have a higher percentage of
Eeop]e that you turn down on the basis of security clearance than the
State Department has, according to those figures that we have.

Is that—IJet me give you a couple of choices. Is that because you
have a more extensive sccurity clearance procedure, is it because you
are more cautious in your judgments, because of the nature of the CTA
beine different from other agencies, you are a bit more cautious maybe
on those borderline judgment calls, or is it because perhaps there is
more attempt by the wrong kind of people to filter in, to get jobs at
the CIA than at State? .

Mr. Gaxsivo. No, sir, I really couldn’t break that out for you. I think
it is a combination of all three, and in addition, I do feel that with

- the polygraph we do know more about the people than some other

ngencies know about their people. It is just a matter that we have
more information.

The polygraph is an instrument which does provide information
concerning areas of an individual’s life that just can’t be ascertained
by a background investigation. We have a number of cases involving
habitual shoplifting where the individual has never been arrested, he
has never been. discovered by the store detective or police, he has no
police record. Perhaps a friend or two knows he does this but we
cither didn’t talk to them or when we did they didn't give us that
information. That information developed on the polygraph.

If we had to make a decision based solely on t&le background inves-
tigation in that case, the individual would probably have been cleared,
but when we developed extensive shoplifting over many years, he

would not be cleared, and the polygraph would be responsible or would

be the tool that we use to develop that information.

Mr. Asein. Do you find that there have been agents of foreign coun-
tries that you have found, discovered in the process of this investiga-
tion ? Does that happen often?

Mr. Gaabino. No, sir, it doesn’t happen often, and I really don’t
know of a single case that we <in tell you with some—tell you posi-
tively an individual was an agent of a foreign power.

We have had a number of eases where we think that that may have
been true, but T don’t know one positively.

Mr. Asrix. How about the situation of the lifting of clearances once
a person has got them? Iow often does this occur? T mean, for exam-
ple, do you have many cases that you discover at the 5-year review
where you have polygraphed them on counterintelligence, that per-
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sons’ security clearances have been lifted. I guess the ono that Lroke
into the press fairly recently was the Sullivan case.

IHow often does that happen?

Mr. Gamsivo. Well, it occurs but not—uwell, when you say how
often, it happens, you know, annually, but in terms of numbers it isn’t
large numbers, but it does occur and it occurs, well, fairly {frequently.

Mr. AseiN. Fairly frequently.

And again, you attribute that to the polygraph I takeit?

Mr. Gaxmino, No, sir, not entirely. ‘The role that the Office of Se-
curity plays in the Agency is one of a partner in the endeavors of the
Agency. We try to be supportive of the Agency popnlation. I think
most Agency employces are sincere in trying to protect material on
which they work and the operations that they are assigned to, and
very often we get information from employees that a colleague is hav-
ng a 1in’ob]em and we investigate it from that standpoint. Sometines
the polygraph is not used, it is not necessary to use the polygraph. We
can just, by talking to the individual or doing some outside investi-
gation, either find a problem that is'incipient 1n nature, and then we
can get the man back to being a productive employee, or if necessary,
dismiss him.

Mr. Asrin. But as I recall, Mr. Ackerman, you said that in the
‘State Department’s case, it did not happen very often that a person
would lose their security because of a 5-year review process, 1s that
correct? .

Mr. Acxeryan. That’s right. Our ratio there I think would be

uite low.

Now, I think something that Dave McCabe added, though, should be
mentioned again. In our continuing investigative program, as distinct
from an automatic or a routine update, we, of course, have our share
of problems, and indced, some of these lead to employees leaving the
Agency, whether it is 5 years or 7 years, or 2 years or 3 years,

Mr. Asrin. How do you handle 2 question of a security breach and
a compromise of security within the Agency? How is that investiga- E
tion conducted ? o '

Mr. Gaxsino. Well, we would conduct the investigation— >

Mr. Asrin. Your office.

Mr. Gaxmivo. Yes, sir, and depending on how serious it is, would
make a recommendation either to the person’s division chief or office
head, or to the Director. For instance, we have had some cases where
the breach was so serious that it indicated just a eallous disregard for
the most basic of our security procedures. We recommended to the
Director that the man be summarily dismissed, and the Director
agreed, and he was dismissed. Of course, during the time that we
process these things, we do, if we feel necessary, take his badge which
prevents him from having access during the period of the inquiry,
and then if the decision is made for termination, then we process him
out under escort. :

Mr; Asrin. Do you ever conduct a wiretap or surveillance of an
employee that you suspect of being a security Jeak?

Mr. Gaxmino. Sir, that would be in violation of the Federal law for 3
CTA to conduct a wiretap. ?

Mr. Aser~. You didn’t answer the question. [
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Mr. Gamuino. No, sir.
- Mr. Asrix. Thank you.
What are the ground 1ules under which you conduct a background

¢ investigation of a person? Do you get their permission? Would you
: ever conduct a background investigation now, under current ground
. rules, of people who don’t know that they are being considered for
e employment? - :

Mr. Gadxnrno. No, sir, not a background investigation. We do feel
under the Executive order-that we do have authority to make some
inquiries as to a person’s identity, develop some information concern-
ing an individual to sce whether or nof he might be an individual that
we would want to go to for assistance, but not a background investiga-
tion. I think in the Weisinan case, it was pretly much decided that we
would not be involved in things like that under the Attoimey General’s
guidance, our own exceutive order—-——

Mr. Asrin. Iow is the Exccutive order worded on that now? What
does itsay? _ :

Mr. Gadixo: Itis, you can conduct inquiries—they are talking about f
records that are not publicly available-—and inquired to establish
identity and I think rveliability or soinething like that. I could get it
for you fairly quickly, I believe.

[Pause.] -

Mr. Gadmivo. Here it is. It is infermation concerning persons who 1
are reasonably believed to be potential sources or contacts but only’
for the purpose of determining the suitability or eredibility of such
persons. ‘

Mr. Asrin. OK. So, the surveillance is conducted solely for the
purpose of——.

Mr. Gaxnaxo. This, sir, is used very ravely. Tt is when we get a
call from or are aware from a variety of sources, perhaps, that someone
wants to meet with a representative of the Agency, or wants to sen
the Director, wants to see someone else because they have information
they want to provide, we try te immediately develop something on

: that individual to see whether or not he is a crank or perhaps some

- persons are bent on doing harm to tlie Director or to see—to try to
establish a Jittle Lit of his Lona fides Lefore we send a representative
to a hotel or boarding house or someplace where the individual wants 1
to meet. That is the primary purpose today. .

Mr. Asrix. Who is authorized to approve this kind of activity? 4

Mr. GaxBino. YWhere we would not have a prior—where the individ- "
ual would not have prior knowledge? Well, in today’s atmosphere I
would probably go to the Office of General Counsel and say we have a
request here. However, if it was a fast acting, fast developing situation,

v-ad

PRI

an individual is at the airport—he has half an hour between planes— %
I would probably go ahead on my own nnd do it and talk to the General :
Counsel later. : :

Mr. Asrin. I take it it does not happen very often?

Mr. GansiNo, Not too often today, sir. Not too often that it is so
spring loaded that I can’t consult before we do it.

Mr. Asrin. Ts there anything that you can think of that would
improve the procedures of the background or the whole security
clearance procedure in terms of not only the CIA, perhaps, but other
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agencies? What other areas ought we be looking at in terms of im-
proving the product, improving the process? ’
Mr. Garnino, Well, I think that there is an obvious need throughout
the executive branch to come with some agreed upon standards for
background investigations leading to all the clenrances, the collateral
clearances, the confidential, secret and top sccret, and I think we are
moving towards that.
Right now, as you will find through your hearings already, has been
indicated to you briefly, there is same inconsistency. We are aware of
this through the Security Committee. I don’t think it really is a hin-
* drance, necessarily, but it does give ws some concern when we are
dealing in the intelligence business, and it will in the future when a
large anount of our intelligence information will be broken out of
the compartmented areas into the collateral areas, that we are not
consistent in our requirements for the various clearances, and I think
we could improve our cfforts in that area, perhaps a new look at 10450.

~ It was put out in 1953. A number of attempts have been made to revise
it. Perhaps we should expend some more effort in that direction.

Mr. Latmer. Mr. Gambino, you mentioned that all of your em-
ployees go through this clearance process. Is that true of the Director
and the Deputy Director? :

Mr. Gaypixo. Yes, sir.

Mr. Latraer. CIA runs a background

Mr. Gaxsino. No; the FBI does the background investigation but
we do the polygraph in both cases, yes, sir. 53

Mr. Larincer. Isthat voluntary or;

Afr, Gaxpino. Presidential appointees, we only have two, and that
is voluntary, yes, sir.

Mr. LATIMER. How about people assigned to you from other agencies,
to either the CIA or the Director’s stafl, intelligence communit% staff ¢ O

Mr. Garsivo. Everybody that s assigned or detailed to the CIA ==
or to the Director’s stafl meets the same standards, and that includes
a polygraph. :

M1, Faroer. Including military personnel.

. My, GariNo. Yes, sir. ‘

' Mr. Lasnser. As you mentioned, according to the National Securi-
ty Act, the Director is responsible for the protection of intelligence
sources and methods from unauthorized disclosure.

What Jegislative or other powers does he have to insist that other
departments and, agencies abide by his DCID 1/14¢7 Suppose one
‘agency or another were found not to be, in your judgment or his,
really up to snuff? What could he really do about that? .

Mi. Gaxpino. Well, he could not provide them the information. i

Mr. Latoger. If he had control over it. . :

Mr. GarpiNo. But, you know, as the Chairman of the NFIB and
gs the head of the national intelligence organization, and by the Exec-
utive order which very, very plainly spells out his authority in the
national intelligence picture, I think gives him within the executive
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branch at least sufficient authority to require adherence to these i 4
standards. ‘ E {:‘J»
Mr. Larier. You don’t feel that there is any additional legisla- 2N
tion needed to give him more authority in this area? ey
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Mr. Ganixo. Probably—well, I would have to defer to my col-
leasrues in the legislative area for that.

Mr. Lariyer. You mentioned this new system several times that is
coming along. ‘

(an you give the Oversight Subcommittee some idea of when that
will be Tar enough along so that they can cither be bricfed on it or——

Mr, Gayuixo. I am sure that it is far enough along that it could
be briefed to you and so you could have a sense of what is trying to
be accomplished and what the new systein may look like.

Mr. Asrin. How do employees over at the CIA Jook on the poly-
graph? What is the genem&‘ reaction of people to the fact that they are
polygraphed? Is that Lkind of a badge of honor, is it sort of something
that they resent? What is

Mr. Gaxzixo. Well, we don’t have a lot of people volunteering to
take a polygraph, but I think it is part of the discipline of the Agen-
cy, and I think it is a reflection of the confidence that our people have
in the way the polygraph is administered. It is not for frivolous rea-
sons. We protect the information zealously. When we started our re-
investigation polygraph program, the polygraph officers were the first
to Le repolygraphed, and then the Director of Security, the Deputy
Directors were next, and on through the Security Office, and then
through the hierarchy of the Agency so that the leaders, in effect,
were polygraphed first. :

I think our population accepts the need for reploygraph because |
of the nature of our business and because the repolygraph concen-
trates on the areas that we are most concerned with, and that is as.

someone who has been entrusted with information, handling it im-
properly, whether through carelessness or by intent, and it is I think
very well accepted in the Agency, and perhaps it is a little bit of 2
badge of honor that we go through this extra step.

Bat it is an experience I think that we all would not like to see
happen any more than is absolutely necessary. :

Mr. Asrin. What doces it do to »eople’s reaction when Stan Turner
waived the requirement for that fe%low?

What does it do to morale or reaction ?

Mr. Garmino. Well, let’s say there have been a Jot of reactions to
that. ’ ‘

And it is, you know, I think it is obvious that people are concerned.

\Mr. Aspin, It did not go by unnoticed.

Mr., Gaadivo, It did not. I think I can honestly say it did not go by
unnoticed. But on the other hand, it is not something that is put in
the closet someplace. I confirmed this information to an auditorium
full of people, Agency employees, before the article came out in the
newspaper. So it is not something that we were hiding.

Mr. Asrin. Now, just one question that I forgot, just looking now
at the list here.

Who covers contractors, consultants, people that come to work for
the Agency on some part time basis? Are they covered by the same in-
vestigations, the same procedures?

\Mr. Gampino. Contractors are covered by the same procedures, that
is, the 15 year background investigation in all eases, or back through
the 18th year. If they arein a position of extreme sensitivity, then we
ask that they be polygraphed. .
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1 can say that that program in industry has met with a great degree
of acceptance, but that is not to say that all of our contractors have
agreed to this procedure. .

Mr. Asrin. Xf a contractor resists being polygraphed, do you find
another contractor, or is there something done to accommodate?

Mr. Gaysixo. Well, the option of finding another contractor some-
times is not available, and so then it is a Dalance of the equities, do
we gain more by going with the contract without the polygraph or
not going with the contract, and we just have to decide what we feel
is best for the Agency in those cases. . :

~ Mr. AsriN. Out of the contractors, what percentage, would you say,
are polygraphed ¢ .

Mr. Gassino. Of the number of contractors’ employees that have
CJA clearances? - :

Mir Asein. Yes.

- Mr. Gaxsizo. Oh, gee, sir, it is a guess. I would say maybe 2
percent. . T .

Mr. AspiN. So it is a very small number.

. Mr. Gaxmino. Very smnall number, and it is only those that we feel
are really in the most sensitive positions, that know that entire scope
of the program.

Mr. Asrix. How about consultants?

Mr. Gaxpixo. Excuse me. And others that are in key pusitions Jike |

, security officers, registry clerks, those who have the access and who if
© . working, like a ]a Boyce, would by virtue of his position, although it

" isavery lowly paid one, could access tremendous amounts of informa-
tion. They are also included in the polygraph program in industry.

Mr, Asvix. How about consultants®

Mr. Gamsivo. Consultants, the same.

Mr. Asrix. Some are, some aren’t polygraphed ?

Mr. Gansrvo. Well, Tl tell you, in most cases the consultants are
subject to polygraph. If a person is coming in to consult one time on
onc issue, no, he wouldn’t be.

Mr. Aspin. But if it is a more regular basis, then they would be sub-
ject to the polygraph, too. '

Mr. Gaxsiyo. Yes, sir.

Mr. AspiN. And military personnel who work in the CIA on a tem-
porary duty or assigned over there

© Mr. Gayuixo. If they are assigned or detailed; yes.

Mr. Aspix. Then they ave subject to the polygraph.

Mr. GaypiNo. Yes.

Mr. Asein. And they are just as if they were coming in as a CIA
employee.

Mr. Gaxmuivo. Yes, sir, we receive the military assignee as a regular
employee of the Agency. He is given the same badge as any other
person at the Agency is given. He has access on 2 need-to-know basis

~withont restriction throughont the Agency and throughout the Direc-
tor’s special stadl. There 1s no difference in his access, and there is no
difference in the security processing. "

Mr. .\s;’m. ITow many military employees are there now? Do you
have that?

Mr. Gaxmino. I would have to get those figures for you, sir. It

" hiss grown somewhat just recently. I'am just not up to date on it.
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Mr. Asmin. Ronghly what are we talking about, how many cm-

ployees?
Afr. Gaymino. Maybe 250. , :
AMr. Asmn. OK. And people who are temporarily assigned from
other agencices, they would be treated the same, I mean, if somebody
would be on temporaty assignment from—-
Ar. GAMBINO. Well, we are getting now, it is a Jittle difficult to make
a flat statement. 1{ the person D ceded uncscorted necess to the Agency’s
buildings in order for him to do his job, then he would be po]ygr:\phcd.
1 ho conld do the job by coming in periodically on an escorted basis,
he would not be po\ygmphed. .
Mr. Asein. Any other questions? T
SRR Nobody?
. 1 wiant to thank you both very much for coming.

1We appreciate your taking the time. Tt was very interesting.

'Thank you.
[Whereupon, at 12:25 p.m., the subcommittee vecessed subject to the

call of the Chair.}" :
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